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I. Executive Summary

The Advanced Threat Infrared Countermeasure/Common Missile Warning System (ATIRCM/CMWS) program relies upon Modeling and Simulation (M&S) for its Operational Test assessment.  Initially, the Air Force Operational Test and Evaluation Command (AFOTEC) and the Army Test and Evaluation Command (ATEC) required that the Program conduct 400 live fire events.  Currently, the requirement is for 36 live fire events.  However, 20,000 runs of the primary ATIRCM model (E2E) have been executed to support this reduction. The program is currently approaching Milestone C, and has selected a contractor.  This Lessons Learned Study concentrates on how the ATIRCM program is using M&S to satisfy its test requirements.  The findings documented here are:

ATIRCM-LL-1) Planning for Operational Testing Needs;

ATIRCM-LL-2) Planning for Formal Configuration Control of Models;

ATIRCM-LL-3) Co-location of  Development and Testing;

ATIRCM-LL-4) Use of Operational Software with clearly defined Sensor Interfaces;

ATIRCM-LL-5) One Standardized Operating System for Critical M&S;

ATIRCM-LL-6) Incorporating M&S into the Prime Contract; and

ATIRCM-LL-7) Development of  Innovative Partnerships for M&S

II. ATIRCM General Description

The Advanced Threat Infrared Countermeasure/Common Missile Warning System (ATIRCMS/CMWS) is an integrated Infrared Countermeasure (IRCM) warning system for rotary and fixed wing aircraft.  This system provides situational awareness and self protection from advanced Infrared (IR)-guided air-to-air missiles and surface-to-air missiles.  The system provides missile detection, declaration, automatic jamming and automatic decoy dispensing.

III. ATIRCM Use of Modeling and Simulation

ATIRCM uses M&S to provide the following:

ATIRCM system performance measurements

CMWS system performance measurements

Threat Missile Flyout Performance

Threat Missile Ultraviolet (UV)/IR Signatures

UV/IR Atmospheric Propagation

Platform Flight Performance

Risk Reduction

Background Source IR Signatures.

The program utilizes M&S to provide sufficient test data to verify and validate the system.  The M&S suite of tools the program encompasses:

The End to End (E2E) Model

The Hardware in the Loop (HITL) simulator

Super Multirole Electro-Optical Stimulator (SMEOS)

The System Integration Laboratory (SIL) 

These models and simulations are described in Reference 1.
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V. Summary of Findings

ATIRCM has developed the E2E Environment over its program’s lifetime and accumulated many lessons learned in the process.

ATIRCM-LL-1) Determination of Accreditation Standards and Processes

Issue:

ATIRCM relies upon M&S to support its Operational Testing.  However, the testing community does not have accepted accreditation standards for Models within this area.

Program Experience:

ATIRCM has worked with ATEC to accredit E2E, but has identified the lack of accreditation procedures as a major obstacle in this process.  ATIRCM has also encountered problems in having the Intelligence community certify its threat models.  Rather than receiving a formal endorsement, the Missile Space Intelligence Center (MSIC) or the Defense Intelligence Agency (DIA) will only say the models are “good enough” or “representational” to validate a credible threat

Take Away: 

Programs should establish a relationship with their testing agency early on and determines the standards M&S will be held to – not only for general Verification, Validation and Accreditation (VV&A), but to meet Operational Test needs as well.

Recommendations for SMART:

Begin early to work with the Test and Threat Communities to develop Accreditation procedures and standards .

ATIRCM-LL-2) Planning for Formal Configuration Control of Models 

Issue:

Formal planning for how to manage Models is needed.

Program Experience:

A Configuration Control Board  (CCB) was established in the middle of the program.  There is now very strong configuration control and a formal change process.  The CCB differs from the M&S IPT because it is focused on specific changes to the model itself, not the M&S process or other management perspectives.  However, key personnel to include on the CCB include representatives from the test division, ATEC, the development team, the simulation team, MSIC team (threat) and the prime contractor.

Take Away: 

Plan a CCB for M&S when there is sufficient investment in M&S involving the appropriate M&S stakeholders.

Recommendations for SMART:

Determine a recommended guideline on how to treat  a CCB , and how this differs from the simulation team (which has its own M&S IPT).

ATIRCM-LL-3) Co-locate Development and Testing
Issue:

Testing Personnel need to have close coordination with the M&S Developers

Program Experience:

In the middle of the program, a decision was made to co-locate the M&S Developers and Testers or analysts.  Currently six people on the development team and six people on the testing team are in one physical location .  There is also a Technical Information Laboratory (TIL) where all test and simulation data resides.  This facilitates reuse since  the data in this repository is in a standard format.  The data itself is not reused very often, but the way version of software, the way in which the data was used and historical data is accessed through this repository for lessons learned.

Take Away: 

Consider co-locating key personnel within test and M&S development groups.

Recommendations for SMART:

Facilitate coordination mechanisms for different areas where M&S are key components.

ATIRCM-LL-4) Use of Operational Software with clearly defined Sensor Interfaces
Issue:

There is an optimal point at which to transition to actual tactical software, rather than model this software.  How can this point be determined?

Program Experience:

ATIRCM uses operational software via a Software in the Loop (SIL) facility.  The SIL is used to test changes to the software by implementing it in the simulation software first.  The modules are physically interchangeable in the SIL, which allows for a simulation test before testing on the actual system.

Take Away:

Plan to use Operational/Tactical Software as the core of the modeling and simulation software instead of creating two parallel, possibly incompatible, systems.

Recommendations for SMART:

Develop recommended practices for Software/Hardware in the Loop development and use.

ATIRCM-LL-5) Single Operating System for Critical M&S

Issue:

Many different operating systems may cause problems later in the life of the program when supporting different platforms becomes more expensive.

Program Experience:

ATIRCM ported the E2E model to three different platforms to meet joint requirements (SGI, Unix and Windows).  This caused an increasing number of problems and lack of coordination.  They standardized on one platform to reduce the expense of supporting multiple operating systems.

Take Away: 

Plan for controlling the Software Environment when Planning for Simulations, before any code is written for the system or the simulation environment..

Recommendations for SMART:

Recommend standardizing on a single operating system unless there are countervailing factors.

ATIRCM-LL-6) Incorporating M&S into the Prime Contract
Issue:

M&S support needs to be built into the Prime Contract or it may not have sufficient resources and priority within the Program.

Program Experience:

ATIRCM benefited from building a Time and Materials (T&M) line in their Prime Contract to give flexibility for M&S support.  The "color" of money can be extremely important in maintaining a simulation capability throughout the life of the program.  Research and Development (R&D) dollars are often spent to start a simulation effort, but are not appropriate for its maintenance.  The T&M line supports the flexibility needed to support the M&S needs of a program throughout its lifecycle.

Take Away:

Consider how M&S is structured in the Prime Contract.

Recommendations for SMART:

Develop recommendations for Contracting Language to include the appropriate type of funding dollars to support M&S.

ATIRCM-LL-7) Development of Innovative Partnerships for M&S
Issue:

When resources are scarce, look for innovative partnerships.

Program Experience:

ATIRCM partnered with the High Performance Computing Initiative and was able to use supercomputer assets to run E2E at minimal cost.

Take Away:

Look for innovative partnerships, i.e. those outside of the scope of the normal program partnerships and operations.

Recommendations for SMART:

Capture other such efforts (the types of innovative partners that a program might approach) and make available to the M&S community.
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